he familiar refrain in the cybersecurity

world is not if a company will be hacked,
but when. One of the more effective ways to
delay this unfortunate inevitability is to imple-
ment a strong employee cybersecurity awareness
training program.

While there is much written about the need for effective
training, there is often little practical guidance offered on
the key topics for such training. Since so many breaches and
incidents are caused by human error, developing an effective
cybersecurity awareness program is a key tool for financial
institutions to mitigate risk. This article will briefly explore
some of the key areas to include in a cybersecurity awareness
training program and offer some best practices.

All employees must protect sensitive data and files. Securely
storing this information is an important step that should in-
clude a secure physical environment. Further, a bank should
describe in a written policy the types of devices on which
data and files may be stored and require that they be en-
crypted when stored or used on any mobile device.

Personal computers and laptops should be locked when
unattended and should automatically be set to lock after
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a set period of inactivity, such as 10 or 15 min-
utes. A password should be required to log back
into the system.

Strong passwords are another simple but effective
method of security. Requiring passwords that have up-

per case, lower case, numeric and non-alphabetic char-
acters and at least 8 characters is key. In addition, pass-
words should be changed frequently, such as every 60-90
days, and should not be repeated. In addition, it is a good
practice to use different passwords for different sites and to
avoid repeating passwords.

Users should be cautioned not to share their passwords with
anyone or write them down and keep them in plain sight.
Computers should automatically lock after a reasonable
number of password atcempts and users should be instructed
not to configure their browser to automatically remember
and save passwords.

Another effective strategy to protect valuable computers
and information is to force automatic security updates and
patches. Policies should require employees to regularly and
consistently update their computers and their operating
systems. Further, security and ant-virus software that can
scan email, atrachments, downloads, webpages, etc. should
be installed and configured to perform regular scans when
a computer is started and at shut down, at a minimum.
Some security and anti-virus software can even provide
real-time protection.

An employee’s email account is one of the key areas of vul-
nerability and demands significant training attention. The
number and frequency of threats directed via an employee’s
inbox continues to expand. The goal of a malicious email is
to get the reader to click on something, whether it be an at-
tachment, photograph or a website link.

Training here can go a long way in preventing issues. Hav-

ing paranoid and skeptical employees is particularly valu-
able when it comes to email. For example, employees should
pause and think about any attachments or links in an email
and evaluate them carefully before opening or clicking. If
a user cannot identify the source of the email, or if it looks
suspicious or unusual, they should be instructed not to open
the attachment or click the link.

Banking institutions are particularly vulnerable here, as
there are a growing number of email fraud schemes in which
the goal is to deceive a financial institution into making il-
legitimate wire transfers.

In the same way that employees should think carefully and sus-
piciously about emails that they open, the same goes for websites
on the Internet. Here, the threats come from malicious links
that can direct a user to a malicious program or risky websites.
Employees should learn to carefully consider a link before click-
ing on it. A good strategy here is to train an employee to hover
over a link with a mouse to see the website that the link directs

to and whether it appears
to be trustworthy or fa-
miliar. Unfortunately, the
growth of social media
websites has only com-
pounded the problem, as
they can make clicking on
videos, pictures and the
like more appealing.

The cybersecurity risks
that exist in today’s work
environment are numer-
ous and growing. Banks
and financial institutions
would be wise to keep up
with these threats and
regularly train employ-
ees in these and other ar-
eas to mitigate the grow-
ing risk to sensitive data

and files.
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